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Cyber readmess services

. Boost your cyber resilience




Cyber Operational Resilience

Uplift, test and improve integration between your cyber incident
response and recovery processes in preparedness for a cyber incident
including:

« Develop cyber incident and data breach response plans and

How we can support templates.
o o « Test processes through tabletop exercises and cyber simulations.
your organisation

Cyber Security Strategy

Identifying your cyber security maturity and develop a cyber security

strategy based on cyber risk analysis tailored for your business

including:

+ Identify your most critical assets, threats and vulnerabilities to
determine your most likely scenarios.

« Align cybersecurity improvement strategies with your organisation’s

goals.

Data Privacy & Protection

Uplifting your privacy readiness to comply with privacy and data

protection regulation including:

» Review your organisation’s data security and privacy safeguards to
help identify and prioritise privacy risks.

« Determine practical ‘fixes’ for any legal and regulatory compliance

gaps.

Cyber Security Advisory

Accessing cyber security expertise and project management support
to help implement cyber security improvement programs and achieve
your organizational objectives including:

+ Develop cyber security governance documentation and processes.
+ Assess third party providers’ cybersecurity and privacy practices.
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Our cyber readiness products

Meet the Breach Coach / Incident Response Manager:

Get to know your incident response manager to ensure our team provides you with a personalised service. These sessions
allow us to better understand how we can support you in an incident response process and identify opportunities to
proactively boost your cyber resilience.

Cyber Tabletop Exercises:

Uplift your cyber security posture and challenge your incident response team and Board with a coordinated cyber incident
workshop. A discussion-based exercise that offers an informal operational environment for team members to build their
understanding of the incident response process and key cyber concepts. Over 3 to 5 hoursin 1 or 2 sessions, we will take
your team through the key milestones that would generally be experienced within the first 72 hours of a ransomware
incident.

Cyber Simulation Workshop:

An interactive and engaging exercise delivered to test a client’s response in the event of a cyber incident. Designed to test
the capabilities and strategic thinking of a client’s executive team which are critical to any crisis response. Participants
experience what it is like to respond to a sophisticated cyber-attack, increasing their overall awareness and assessing their
readiness in managing a cybersecurity incident. Throughout the session, the situation gradually develops, prompted by
the participants’ decisions and other inputs such as forensic and PR.

Ransom / Extortion Decision Making Framework:

Iron out critical questions and factors for decision making in advance of an incident. We will work with your team to
collect information relating your organisational structure, existing decision making protocols, and review any cyber
incident response policies or procedures. From there, we will prepare a detailed decision-making framework to be used in
the context of a ransom / extortion event. The framework will arm decision makers with the information and resources
they need to reach a decision that is in the best interest of the organisation.

These products form part of
our core readiness offering
however we can tailor these
exercises towards your
organisations specific needs
and discuss which is most
suitable to achieve your cyber
risk objectives.

What’s been said about our
cyber simulation workshops:

“T just wanted to thank you for all your
efforts culminating in yesterday’s exercise.
I know [board members] were extremely
pleased with how the exercise was
conducted and the participation of the
Board. [Our chairman] said it was exactly
what he was after.”

Risk Manager, Financial Services
Client




CivpesCo

One

Get in touch

Contact our Cyber Risk experts to learn about how we can support your
organisation in preparing for a cyber incident, and further assist across all
stages of the cyber risk lifecycle: Readiness, Response & Recover.

Helen Bourne Ian Blrdsey Seaton Gordon Rosehana Amin
Partner Partner Partner Partner
+44 20 7876 6156 +44 2078766272 +44 20 7876 5561 +44 20 7876 4093

helen.bourne@clydeco.com ian.birdsey@clydeco.com seaton.gordon@clydeco.com rosehana.amin@clydeco.com
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