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US tightens Iran sanctions

Success fee ruling welcomed

S ince 1995, insurance and
reinsurance companies,
as well as insurance bro-
kers, who are from the

US, have been unable to provide
any services to, or conduct trans-
actions or business dealings with,
Iran or its government.

This restriction applied directly
to any person located or organised
in the US, any US citizen or perma-
nent resident, wherever they are
located, or unincorporated foreign
branchofficesofaUSentity.

However, independent foreign
subsidiaries of US insurance, rein-
surance, and brokerage companies
generallywerepermittedtoconduct
transactions involving Iran so long
as no US persons, including entities
or individuals, or services originat-
ing in the office, eg underwriting,
actuarial, claims processing, indem-
nity or related financial services,
wereinvolvedinthebusiness.

This has been changed by a new

executive order that expands the
jurisidiction of US economic sanc-
tions and could directly affect the
international insurance, reinsur-
ance, and brokerage industries.

On October 9, 2012, President
Barack Obama issued executive
order (EO) 13628 prohibiting any
non-US entity “owned or control-
led” by a US person from “know-
ingly” engaging in any transaction
with, or providing any insurance,
reinsurance, or brokerage-related
serviceto:
i) the Iranian government, any

“subdivision, agency, or instru-
mentality,” or “any person
owned or controlled by, or act-
ing for or on behalf of,” the gov-
ernment, wherever located; or

ii) any person “organised under the
laws of Iran or any jurisdiction
withinIran,ordinarilyresidentin
Iran, or in Iran, or owned or con-
trolledbyanyoftheforegoing”;

Under the EO, “knowingly” means
a person has “actual knowledge,
or should have known, of the con-
duct, circumstance, or result,” but
the terms owned or controlled are
not defined.

It does not seem the EO permits

grandfathering of existing insur-
ance, reinsurance, or related bro-
kering contracts executed before
October 9.

Additionally, there is no exemp-
tion or general licence available
for providing insurance or rein-
surance to an individual person in
Iran, unless exempt or a licence
already applies or is obtained
from the US government.

Penalties may be imposed
against a US person that owns or
controls a foreign subsidiary that
does not comply with this prohi-
bition. The EO does allow, how-
ever, for the non-imposition of
penalties if the Iran-related busi-
ness of a foreign affiliate is
divested or terminated before
February 6, 2013.

As such, if a foreign-owned
or -controlled affiliate of a US
insurance, reinsurance, or bro-
kerage company did not negotiate
early termination clauses based
on changes to applicable sanc-
tions laws, the subsidiary risks
facing either commercial penal-
ties for early termination of agree-
ments, or penalties imposed on its
US parent.n

However, claimants and their
representatives will be disap-
pointed, particularly in the light of
judicial opinion that the level of
generaldamagesis toolow.Thereis
alsoconcern(probablyunfounded)
that as the increase has not been
enacted by way of legislation, its
enforceabilitymaybeaffected.

For all parties concerned, it is
hopedthereformswillnotbesubject
tosatellitelitigationateverystep.

Meanwhile Geoff Owen, consult-
ant at Greenwoods Solicitors
added:“WearepleasedtheCourtof
Appeal has reflected on its earlier
statement and has taken steps to
ensure a huge injustice is not vis-
ited on defendants... Without this
review, itwaslikelyalargenumber
of claimants would have entered
into the present form of CFA before
April 1, 2013 and gained the benefit
of both that form of agreement and
the 10% uplift in general damages.

“The purpose of the 10% uplift is
to compensate claimants for the
loss of the success fee under a CFA
being paid by the defendant. It was
clearly inequitable they should
have both.”n

It was unsurprising to many the
judgment in the UK case of Sim-
mons v Castle was referred back to
the Court of Appeal for further
consideration, particularly given
the involvement of the Association
of British Insurers (ABI).

The ABI’s key concern was the
apparent “windfall” for claimants
where claimants may have had
the benefit of both the 10%
increase in general damages as
well as recovering their success
fee when they have entered into
conditional fee arrangements
(CFA) before April 1, 2013.

The ABI argued the primary pur-
poseof the10%increasewastocom-
pensateclaimantsforthelossoftheir
right to recover their success fee –
s44(6) Legal Aid, Sentencing and
PunishmentofOffendersAct2012.

The Association of Personal
Injury Lawyers (APIL) submitted
the 10% increase was being imple-

mented partly because Sir Rupert
Jackson had recognised the present
level of damages was not high
enoughbutalsotheoriginalposition
wouldaffordclarityandsimplicity.

The Court of Appeal held it was
clear the objective of the 10%
increase in damages was to com-
pensate successful claimants from
being deprived of the right to
recover their success fees, a “quid
pro quo”. Therefore, when s44(6)
applies, the 10% increase in general
damageswillnotapply.

Undoubtedly, defendants and
their insurers are pleased with this
outcome. It reinforces the inter-
locking nature of the package of
reforms and prevents any manipu-
lation of the system.

Cyber risk in Asia: the
dawn of a new age

The insurance industry in Asia is
recognising the increasing impor-
tance of protecting companies
againstrisksconnectedwithcyber
attacks and offering risk-manage-
ment solutions.

Cyber risk often falls outside the
realms of traditional insurance
policies.Manyprofessionalindem-
nity or financial lines policies can
(often unintentionally) provide
cover for certain cyber-risk expo-
sures but this cover is often limited
andsubjecttoexclusions.

For example, gaps in coverage
between traditional liability poli-
cies and cyber-risk policies often
arise in relation to geographical
limitations, investigation and
enforcementcosts,coverageofthe
costs of repairing the “damage”
suffered, extortion payments, and
third-party loss.

A recent report published by
Marsh, “Cyber Risk in Asia”, says
in 2010, 75% of Asia-Pacific busi-
nesses experienced cyber attacks,
costing as much as $763,000 annu-
ally. Reports of data or network
sabotage, virus and Trojan infec-
tions, computer fraud, laptop
theft and network scanning are
said to be increasing. Around 42%
of mailboxes targeted for attack
are high-level executives, senior
managers and people in research
and development.

Small businesses are becoming
more desirable targets than larger
organisations,becauseofgenerally
weaker security. However, cyber
attacks can have wider implica-
tions, affecting a whole industry.
Recently, hackers targeted the
Hong Kong Stock Exchange. The
partially closed trading session
affectedstocksthatmadeup18%of
theHangSengindex’sweight.

The wave of cyber attacks has
caused governments in Asia to
increase regulation and enforce-
ment of personal data privacy.
There is an appreciation of the
need to bring data protection
standards in line with those set by
the Organisation for Economic Co-
Operation and Development. This
isessential forprotectingpersonal
data in the region, but also impor-
tant for the promotion of interna-

tional trade and ensuring
consistency in regulation.

By way of overview of the
regimes in the region:

Hong Kong has one of the more
robust and active regimes in
Asia, largely governed by the
recently amended Personal
Data (Amendment) Ordinance
(expected to take effect from
October 1, 2012).
In Singapore, there are many
acts that together contain more
than 150 privacy and data pro-
tection provisions. A draft Per-
sonal Data Protection Bill,
which had its first reading last
month, includes a number of
developments including estab-
lishment of a Personal Data Pro-
tection Commission and the
broadening of the definition of
personal data to include elec-
tronic, as well as non-elec-
tronic, data.
Recentchangehastakenplacein
the Philippines, with the passing
of the Data Privacy Act of 2011
which took effect last month.
This coincides with the Cyber-
crimePreventionActof2012.
Malaysia’s Personal Data Pro-
tection Act of 2010 has not yet
been brought into force, prima-
rily because the government
has not appointed a Personal
Data Protection Commissioner
as required by the Act. The gov-
ernment has now indicated it is
considering proceeding with-
out a Commissioner.

The range of regimes across Asia
creates a variety of exposures,
from fines and penalties to impris-
onment; directors and officers
may face personal liabilities aris-
ing from data breach. It is there-
fore critical for organisations to be
mindfulof incominglawsandtake
pre-emptive action to put in place
internal data protection policies
that are consistent with the pro-
posed legislation, as well as ensur-
ing appropriate cover is in place to
meet potential exposures tradi-
tional policies do not meet.n
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